GUIDE

GeolP User Guide

G r | Software




2 GFI KerioControl - GeolP User Guide

Overview

GeolP identifies a user's location based on their IP address. It reveals where someone is
connecting from. When you browse the web, GeolP checks your IP against a database, mapping
you to a spot on the globe like a country or city.

Benefit of for Using GeolPs

1 Blocking all incoming traffic from a specific country
2 Blocking traffic from countries known for high levels of cyber threats
3 Restricting access to sensitive resources based on geographical location

4 Regulatory compliance that mandates traffic control from specific countries.

Usage of GeolP in Kerio Control

1 GeolP Filtering:

Kerio Control allows you to enable a GeolP filter for incoming traffic. This filter helps you
effectively stop malicious traffic and potential threats. To block all incoming connections from
a specific country:

a. In the administration interface, go to SecuritySettings> GeolPFilter.

b. Verify that the Blockincoming traffic from the following countries option is enabled.
c. Click Add.

d. Inthe Select Items dialog box,select the countries you want to block.

e. Click OK.

f. Click Apply.

g. From now on, Kerio Control blocks ALL traffic connections from the selected countries.
Outgoing connections are allowed.

2 Rule Creation:

Network administrators can create firewall rules that incorporate GeolP data.

a. Create a GeolP within IP Address groups
b. Select the GeolP Checkbox

GrF | software gfi.com



C.
| Add IP Address 2?0l
| Add to a group
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I () Create new: New Group
“1| | @ 1mport GealP Preset wghanistan :u_r
_ Afghanistan - |
Properties Aland Islands
Albania
Addresses o :
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IP Address Group HTTPS excusi American Samoa
Firewall Andorra
Description: Angola
Anguilla
Antarctica
Antigua and Barbuda
Antilles - Netherlands
= _ Argentina =i
Armenia
Aruba
Australia
Austria i

d. Use the GeolP Group in FW rules.

3 GeolP use in GFl AppManager:

Administrators can use the GFl AppManager to create GeolP within IP Address Groups that
can be used for firewall rules.

a. Go to your GFl AppManager and your GFI KerioConnect.

b. Navigate to the to Create IP Address Group

Create |P Address Group X

O Create a new |P address group
Name of your IP Address group
@ Import GeolP preset

GeolP Preset -

Note: Compatible with Kerio Control 2.4.5 and newer. This applies only to Kerio Control appliances.
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4 Traffic Monitoring (Firewall Rules):

GeolP data can be used to monitor and log traffic patterns based on geographic origin. To

display the countries associated with IP addresses in Active Connections, enable the GeolP
filter and display the Source Country and Destination Country columns in Active Connections:

o

b. Select Blockincoming traffic from the following countries.

c. Click Apply.

d. Inthe administration interface, go to Status> Active Connections.

e. Right-click the table header.

In the administration interface, go to SecuritySettings> GeolPFilter.

f. In the context menu,scroll down to Columns and select Source Country and Destination

Country.

“an. Active Connections

30 items (0 selacted)

Filter:

Traffic Rule « Senvice Source IP Source Country L £ unkry R_load Balancing  Type
Firewall traffic HTTPS 152,168.64.153 52213141100 | trefand 21 sort dscending Gutbound connection
Firewall traffic HTTPS 192.168,64.153 52.210.24.36 Treland £ sort Descending Outbound connection
Internet access (NAT) 443/UDP 10,10.10.12 17221723229 United States [ columns v| @ Traffc Rule
Intermet access (NAT) s226/TCP 10.10.10.12 $4233.167.188 | United States
Internet access (NAT} 443/U0P 1010.10.12 74.125.206.189 | United States wi V] Service
Intemnet access (NAT) HTTPS 10.10.10.12 172217.23.238 | United States wa ¥ Source P
Intermet access (NAT) MR 10.1040.12 17.252.28.19 United States WA [ _Source Hostrame
Intermet accass (NAT) 443ju0P 101030.12 17221723238 | United States WA &} source Country
Intermet access (NAT) LDap 1010.10.02 1001413 W B Destination 1P
Intermet access (NAT) LDap 10.10.10.12 1041114 S
Intermet access (NAT) 443)uop 10.1010.12 17221723238 | United Statas 0
| et s NATL L8P 100102 TRTRTRY J S T

Admin =

Monitor Firewall Rule Usage

Traffic Rule Menu

Each time a firewall rule is used, there will be a timestamp indicating when it was used.

Administrators can view this information in the Traffic Rule menu to track when specific rules

are triggered.

* Enable Debug Logging: To monitor detailed usage of firewall rules, enable the Debug log:

° Go to Logs > Debug in the administration interface.

o Right-click the log window and select Messages.

° In the Logging Messages dialog box, select Packets dropped for some reason to view
blocked traffic and rule usage.
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* Status > Active Connections: In the Active Connections section, administrators can see which
connections are being managed by specific firewall rules. This provides real-time insights into
how rules are applied to traffic.

5 Logging blocked incoming connections from specified countries:

To verify which packets are dropped by Kerio Control, use the Debug log

a. In the administration interface, go to Logs> Debug.
b. Right-click to the log window.

c. Inthe context menu, click Messages.

o

In the Logging Messages dialog box, select Packets dropped for some reason.

o

Click OK.

Below is a list of features and the GFI KerioControl version they are available in:

1 GeolP Filtering: Version 9.2 and later

2 Rule Creation: Version 9.4.5p1 and later

3 GeolP use in GFl AppManager: Version 9.4.5 and later
4 Traffic Monitoring: Version 9.2 and later

5 Logging blocked incoming connections from specified countries: Version 9.2 and later

Contact us today to learn how GFI KerioControl can help you meet your security
and compliance requirements
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